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Chapter 1. Configuring the WLAN Connection

1-1 Introduction

This PM WLAN Client (PWC ) User’s Guide is
relevant for fundamental WLAN connection of Point Mobile terminals.

Windows Mobile 6.5 Pro

Windows CE 6.0

NX4

NX8

The layout of the PWC application window differs slightly depending on

the Windows operating system.

For example, on terminals running Windows CE, the access tabs for additional screens
appear near the top of the window instead of near the bottom of the window for

Windows Mobile device.

Channel [ ]

Band [ |GHz
RSSI [ |dbm

Status

SSID

BSSID
Authentication
Encryption

1P Address

[wireless LAN Turn off |

Status | Config | IP

Setting | About

However, the content of the window is consistent for
all supported OS versions unless otherwise noted.

Status | config | 1P | Satting | about |

et [
Band GHz
Rl [ dbm

pr—

Status [wirgless LAN Turn off
551D |
BSSID |
Authentication |
Encryption [
IP Address |

&

=

)32 sl 12:09 pm|@




1-2 Accessing the WLAN PWC

WLAN PWC icon displays on command bar.
The shape of the icon matches the status displays on
Status Tab of the WLAN PWC application window.

Note: To see the command bar and WLAN PWC status icon,

you would need to change Home Screen setting for Windows Mobile.
(Start -> Setting -> Home -> default check box disable)

1-2-1 PWC Tray Icon

Shape Meaning Matching Status
The radio is
25 e Disabled RADIO OFF
The radio is INACTIVE
e Idle DISCONNECT

e Not connecting SCANNING

The radio is ASSOCIATING

*  Associating AUTHENTICATING
¢ Authenticating

The connection is
' authenticated with a COMPLETE
valid DHCP address

If you Tap PWC Tray Icon, PWC executes. (Double Tap for Windows CE)

1-2-2 PWC Supplicant Icon
Shape Meaning

Ijﬂ] Disabled
Iﬂ]]] Searching

dj]]] dﬂﬂ |:[[I£| ﬂ]ﬂ Connecting

Connected
Iﬂ]]] II[I]]] (signal strength)

A radio signal strength indicator appears on command bar near the bottom of the screen.
The quantity of bars highlighted indicates the strength of the signal when the radio is transmitting.
If the radio is not transmitting, a small “x” appears over the bar.
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1-3 Enabling the WLAN Radio Driver

The WLAN Driver must be enabled for the radio to transmit a signal.
You cannot connect to a network unless the radio is enabled.

There are two ways in order to enable WLAN Diriver,

Wi-Fi Turn on/off from command bar and from PWC Control.

1-3-1 OS Control

Windows CE 6.0 Tap upward arrow on command bar, and select Turn Wireless LAN On

Windows Mobile 6.5 Pro | Start -> Setting -> Connections -> Wireless Manager -> Select Wi-Fi

wireless Ma [ [l oF YV 45 @ 10:23

Turn Blustooth On
I Turn Wireless LAM On I

v Keyboard
Transcriber

.fF‘| )38 sy 12:19 pm|@

i

1-3-2 PWC Control

mn il & 2 o2 @ 10212 e oK
Channel [ Status [config | 1P | Setting | about |
Band [ |GHz
RSST [ ]dbm Connect channel |
gand ,_ o Connect |
Status [Wireless LAN Turn off | S
SSID | |
BSSID | | Status [wireless LAN Turn off
Authentication | | 551D [
Encryption | | ESSID [
P Address | | Authentication |
Encryption [
1P Address [

Status | Config [IP | Setting | About -

=

.EF‘| & [2]32 gl 12:19 pm|@




1-4 Establishing a Connection

1. Tab Icon on command bar or Tap Start -> PWC sEar.; F‘h::ne ? Offica Mobile 2010
(Double Tap for Windows CE) H

o
-
-

WiC

P

i
>z
Demos
| l Modem Link
T

Remote Desktop
Mobile

2. Tab the Config Tab on PWC page

3. Tab NEW Button of Config Tab Window.

55D | cH [Rsst]Faal™
Galmate_IS 7] 51 WP
PMSQA 4 57 W
PMTest1F 11 68 [W

UNICORM 3] 87 Wl

PM_FTP 5 55 [WE

pointmobile 1 56 [WE
3 60 [WE

PM_Through 6 -68 [WE__
2 -75

Setting | About

Status  Config | IP

4. Type in SSID on Network Window.

WPA2-Personal (PSK [*
AES [
12345678

5. Select a specific Security method from Security

the drop-down list according to the Access Point (AP) Encryption
PSK

6. Select Encryption method according to Security setting

7. Tab OK after type in keys or passwords.




O K2 Y f & 1247

8. You may find SSID appears on Config Tab list.

NEW CONNECT DELETE MODIFY

9. Select SSID from the list and tap Connect.

. Galmate_IS
PMSOA 4 -67  [WPE

cwitao 13 67 [wp™
PMTestiF 11 -89 [WP
cwit_mohile 72 [wWp
BPOS_IK 82 [wp

DK SYSTECH ...

[status  config [1P

10. The Status Tab appears displaying the connection status.

Channel ] Power Off

Band [ |GHz

RSSI I:ldbm Disconnect

Status [ASSOCIATING
551D [pwec

BSSID |
Authenticatign |

Encryption |

IP Address | |

Status [Config [P [Setting [ About

Channel

Band [24 | GHz
RSSI  [54 ] dbm

I

Status [CoMPLETED |
S50 [pwe |
BSSID [00:1a:70:d4:24:42 |
Authenticatioh [WPAZ-PSK |
Encryption | [cCMP |
IP Address | [192.168.123.102 |
—_—

Status |Config |IP | Setting Al:w.ul-




1-5 Config Tab

You can manage connections and configurations of AP on the Config tab.

1-5-1 Using the Scan Feature

Activated the Config Tab queries for AP lists for devices
in range of the terminal, and AP results appears on the Scan window
with SSID, Channel, Signal Strength, Flags information.

1-5-2 Config Tab Columns

SSID Displays the Name
of the Access Point
Channel Displays the operating channel

number for Access Point

Signal Strength

Displays the current signal
strength for Access Point

Flags

Displays the association mode
and encryption required to
connect to the device

1. Tap the Access Point after you’ve selected an item from the lists.
“Setting” top menu appears; once you tap the menu,

it opens the Network Window

2. If you select Access Point from queried lists,
basic Security, Encryption will fill automatically with
previous set AP information.

You can select/enter additional information and tap ‘OK’.

NEW

55D | cH [Rsst|Faat
Galmate_IS 7] 56 [WPR
PMTestlF 11 -65
PMSOA 4 -63
cwit0o . a3 -68
BPOS_JK . 1 -80  [WP
iptime 9 83 [Wp
TCT_WIFI 13 -83  [WP
UMICORM
PM_Through

CWitoo
DK SYSTECH ...
PMSQA 1 83 [wp

TCT_WIFI 13 85 [WP
UNICORN
ROKIT 01

Status Config | IP Setting | About

551D PMTestlF

Security WPA-Personal (PSK) [7!
Encryption | [TiIP =]
PSK




1-5-3 Activating the Configuration

1. There will be a number appointed to

Access Point which is already saved.

Tap the AP, and tap ‘connect’ from the top menu to

connect the saved AP.

2. You can tap the connected Access Point form
SSID lists and tap ‘Disconnect’ from the top menu in
order to disconnect.

3. When you tap the Access Point from the list,
there are more functions you can use,
such as Modify, Delete, Export, and Import

1-5-4 Config Tab Functions

New Add new Access Point manually (Hidden AP)

Modify Change settings for the selected AP

Delete Delete the selected AP

Connect Connect the selected AP

Disconnect Disconnect the selected AP

Refresh Scan AP in range of terminal and renew the
information

Export Save the AP information as a file

Import Open the saved AP information as file.

Auto Profile Enables to active or deactivate automatic profile
selection as per its signal strength.

9
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NEW CONNECT DELETE MODIFY

Galmate_IS

PMSQA - .
cwitoo 13 -67 [WP
PMTest1F 11 69 [WP
cwit_mohile 1 72 [wWp
BPOS_JK 1 82 [wp
DK SYSTECH ... B -84 [WP

7 -

SSLEE

Status  Config | IP Setting | About

NEW DISCOMMNECT
SSID cH | Rssi|Fa
v 1: PuTest1F 11 66
cwian 0 55
Galmate_IS 6 -56
N A
PMSQA 4 80 [WP
cwit_mohile 1 82 [wWP
ROKIT 01 5 82 [wp
DKSYSTECH... & -83 [Wp
T wifi home 6

Status Config | IP Setting | About

NEW CONNECT DELETE MODIFY

SSID | cH | rsst | Flag™]
1: PMTest1F 11 -53
2: Pointmobile_P... 1 -74
157 -86

. pointmobile
Galmate_IS

Status Con i ]

{ Auto Profile §
Ret 3




1-6 Network Window

You can access the Network window by doing tapping ‘New’ from Config Tab,
selecting an AP from SSID lists and tapping ‘setting’ from AP list pop-up menu,
or selecting an existing configuration and tapping ‘Modify’.

None WPA-Enterprise(EAP) WEP
i [l & Y € @ 11:27 o & Y 4 @m 11:28 ) 1 R

551D tes] 551D tast & ssp e |

Security Open [ Security WPA-Enterprise (EA [1] ¢ Securiy .

Encryption |N0ne |1' Encryption Encryption | [wep [*
EAP Method [FasT-MSCHAPVZ (¥ Key 1
Identity Key 2 |
Password Key 3 |
Anony 1D || | Ky 4 |

[ Vverify Serv Certificate Key Index | l"

Tunnel PAC |:“z|
Machine PAC |:||Z|

Provisioning |Nu provisioning |I'

1-6-1 Security

The security mode you select from the list. You can find the drop-down list by tapping arrow on right.

o [l oF Y 2 @ 11240
S5ID |te5t
Security

Encryption p
e Shared
802.1X
WPA-Personal (PSK)
WPA-Enterprise (EAP
VP A-CCKM

VWP AZ-Personal (PSK
WPAZ-Enterprise (AR

o gk~ wDd =

10




1-6-1-1 Open / Shared m [l & T €5 @ 11:29
SSID et
Security Open |=

It is opened authentication method,
there is no additional authentication necessary

Encryption  TNUER J
Key 1 |
Key 2 I |
Key 3 |
WEP Key 4 |
|

Key Index |1 |r

Supported Encryption Methods

1-6-1-2 IEEE 802.1X
IEEE 802.1X supports the following EAP methods.

1. LEAP

2. PEAPVO-MSCHAPv2 — — A
3. PEAPv1-MSCHAPvV2 Security TERT ol
4. PEAPvV1-GTC Encryption | [ane |:

5. PEAPvV1-TLS EAP Method =

6. FAST-MSCHAPv2 Identity FAST-MSCHAPVZ A
7. FAST-GTC Password E:gﬁ-{g

8. FAST-TLS Anony 1D IIEIIEE':IS\fD—MSCHAPVE

9. TLS PEAPVI-MSCHAPvZ

10. TTLS-MD5 Tunnel PAC EE?EE?{?

11. TTLS-MSCHAPV2 Machine PAC =
12. TTLS-GTC &

® Completing the EAP Fields

Field Description

Identity This is for Identity method. The identity value can be
up to 63 ASCII characters.

Password This is for Password method. It uses password to
authorize the access.

Anonvmous ID This is for Tunnel Method. This creates a tunnel
y through which the real to pass through Tunnel.

Client Cert. This is for a method which needs user certification.
User certification file can be loaded..

Tunnel PAC & Machine PAC | This is for EAP-FAST Method
! ! PAC Key can be loaded.

L Provisioning refer to service activation of providing
Provisioning information. You may select which information to
open with option.

Supported Encryption Methods
WEP

11




1-6-1-3 WPA-Personal & WPA2-Personal i & Y 45 @0 11:39

The PSK field is where you put Pre-Shared Key. z:zm |tef5t | |
This field can be filled with either ASCII keys or hexadecimal keys. . z'EPSAz'Pem”al [pSKlf
ASCII Key can be accepted between 8-63 characters long and pok B ‘|
a HEX key must be 64 characters long and can

only accept hexadecimal digits. (A~F, 0~9)

Supported Encryption Methods
TKIP

AES

TKIP+AES

1-6-1-4 WPA-Enterprise & WPA2-Enterprise
The following EAP methods are supported.

1. LEAP o & Y, 4 @ 1135
2. PEAPvVO-MSCHAPv2 S8 fest '
Security WPAZ-Enterprise (E£[x
3. PEAPv1-MSCHAPv2 Encypton | [ &
4. PEAPV1-GTC EAP Method [+]
Identity FAST-MSCHAPVZ  m
5. PEAPvV1-TLS FAST-GTC
Password FAST-TLS
6. FAST-MSCHAPv2 Anony D | [LEAP
PEAPVO-MSCHAPYZ
7. FAST-GTC PEAPVI-MSCHAPv2
PEAPVI-GTC
8. FAST-TLS Tumnel PAC floEapy i |
' Machine PA =
9. TLS Provisioning |Nc| provisioning |ll u
10. TTLS-MD5 :
11. TTLS-MSCHAPV2
12. TTLS-GTC
Note : For details, See Completing the EAP Fields. ( )

Supported Encryption Methods
TKIP

AES

TKIP+AES

12




1-6-1-5 WPA-CCKM & WPA2-CCKM

The following EAP methods are supported as IEEE 802.1X and WPA-Enterprise.

There are more various encryption methods including, CKIP, CMIC support.

1. LEAP mn & Y €€ @ 1133
2. PEAPV0-MSCHAPv2 SSID v:
Security WPA-CCKM [
3. PEAPvV1-MSCHAPvV2 Encryption [[we o
4. PEAPVI-GTC EAP Method o
5. PEAPVI-TLS tentiy | AR TR
Passward FAST-TLS
6. FAST-MSCHAPv2 Anony ID ||LEAP
PEAPVO-MSCHAPY2
7. FAST-GTC PEAPV1-MSCHAPV2
PEAPVI-GTC —
8. FAST-TLS Tunnel PAC [ ipys Tis _
Machine PA ”_
9. TLS Provisioning Mo provisioning |1
10. TTLS-MD5
11. TTLS-MSCHAPV2
12. TTLS-GTC
Note : For details, see Completing the EAP Fields. ( )

Supported Encryption Methods

WEP 55D =
Security
CKIP Encryption
CMIC EAP Method
Identity CcMIC
CKIP+CMIC Password  ||CKIP+CMIC
TKIP
TKIP Anony ID AES
AES TRIPTAES
Tunnel PAC |:
TKIP+AE
S Machine PAC =]
Provisioning Mg provisioning I B
Key 1 |
™

13




1-7 Common Configurations

Common Configurations explains the most common network configuration in detail including:

1-7-1 WEP

When you select Open for Security, you can select WEP as Encryption,
and when you select Shared for Security, WEP Encryption will be applied automatically.

1. Tap the PWC Icon from command bar.

2. Tap the Config Tab

3. Tap New or tap AP SSID which supports WEP Encryption

14

m & Y € @ 250
Tuesday, August 06, 2013

Phone off
Wi-Fi: Available E3: Off

Getting Started

Mo unread messages

L
o
g.
B
=

Mo upcoming appointments

" Windows Live | Sign in

‘ MNEW \

SSID | cH | Rrsst]Fag

Galmate_Is 6 53 [WP:
cwit0o 13 -63  [W
PMTestlF 11 -64

PMSOA 4 -66
cwit_mohile 1 71

DK SYSTECH ... 6 -82  [WP
UNICORM 4] -84

TCT_WIFI

[status Confia 1P




4. On the Network Window, type in the SSID

S5ID test
5. Select Open or Shred from Security. Security  |[open B
Encryption |WEp |:“
Key 1 | |
Key 2 |0123456789 |
6. If you set as Open, select Encryption method as WEP Key 3 | |
Key 4 | |
7. Select Key Index, configure your Key(s) Key Index  |[2 o]

A. 5,10, 13, 26 digit numbers are supported as Key
B. 5, 13 digit numbers are ASCII key,
10, 26 digit numbers are HEX key.

8. Tap OK and screen goes back to Config Tab

9. Select AP from Config Tab and Tap Connect E & Y 42 @ 1250

MNEW CONNECT DELETE MODIFY

aMate. . E
cwitoo 13 -63
PMTestlF 11 -64
PMSQA 4 66 [WP
cwit_mohile 1 71 [WP
DK SYSTECH ... 4] 82 [WP
UNICORM 5] -84  [WP_
TCT_WIFI

10. The screen goes to Status Tab and tries to connect the Lis

network.
Channel 1] Power O
. . Band - GHz

11. Status Tab appears displaying the result RSl [35 ] dbm
Status [comPLETED ]
SSID [tast |
BSSID [00:12:70:04:24:42 ]
Authenticatioh [NONE |
Encryption | [WEP-40 |
IP Address | [192.168.123.102 |

Stats Config |IP | Seting hbwl-

15




1-7-2 PEAPv1-MSCHAPv2

When you select 802.1X or WPA/WPA2-Enterprise for Security, EAP Method appears.
You can select among EAP Methods.

m & Y € @ 250
Tuesday, August 06, 2013

Phone off
Wi-Fi: Available E3: Off

Getting Started

1. Tap the PWC Icon from command bar

Mo unread messages

Mo

E=Epe 2

Mo upcoming appointments

" Windows Live | Sign in

ng

% Internet Calling: Dff

-

@ (" Phone ) {‘r:nnirm:ts} -
o N . v

2. Tap the Config Tab

3. Tap New or tap AP SSID which supports
PEAPv1-MSCHAPv2 Method

551D | cH | Rrsst | Fg
Galmate_IS i -51
PMSQA 4 -57
PMTestlF 11 58
UMICORN ] -87
PM_FTP 3 -55

paintrmabile 1 -56 [WE
3 -&0
PM_Through 6 -68
2 -75

[Status Confia [1P

4. On the Network Window, type in the SSID. PWC i @ & Y «¢ & 5:06
SSID [test

5. Select 802.1X or WPA/WPA2-Enterprise from Security Security | [802.1X =]
Encryption | [None ]

6. Select PEAPv1-MSCHAPV2 from EAP Method EAP Method [PEAPVO-MSCHAPV2 [
Identity |1234 |

7. Type in Identity and Password Password | [srersrmrns |

[] Show Password
Anony ID | |

(O Fik Store  @[MS Stoggl
cacert | ]
Verify Serv Certificate &
v
Note : If you select Verify Server Certificate Check Box,
PWC verifies authentication from Server. @

16

8. Type in Anonymous ID




9. You are use the File system or MS certificate store,
when select to Certificate.

10. The MS certificate store is use the all certificate verify
or specific certificate.

11. Select the AP from Config Tab AP and tap Connect

12. The screen goes to
Status Tab and tries to connect the network.

13. Status Tab appears displaying the result

17

PWC m @ & Y ¢ & 5:07

O Use any Cert. @ Specific Cert.

AAA Certificate Services

AddTrust External CA Root
Baltimore CyberTrust Root

Class 2 Public Primary Certification
Class 3 Public Primary Certification
Class 3 Public Primary Certification

Entrust.net Certification Authority (2

Equifax Secure Certificate Authority
Equifax Secure Global eBusiness CA

DigiCert Assured ID Root CA
DigiCert Global Root CA
DigiCert High Assurance EV Root CA

Entrust.net Secure Server Certificatic

| OK | I Cancel

& Y €&

MEW CONMECT DELETE

12:50

MODIFY

AMTaLE_
cwitoo 13 53
PMTestlF 11 -64
PMSQA 4 56
cwit_maobile 1 -71
DK SYSTECH ... 6 -82
LUMNICORN 6 -84
TCT_WIFI

Band GHz

channel [L_]

Rssl  [55 | dom

Status [COMPLETED

551D [cest

B5SID [00:12:70:d4:24:42

Authenticatiof [[EEE 802.1X (no WPA)

Encryption | [NONE

IP Address [192.168.123.102

J
|
|
|
|
|

Status |Config |IP | Setting | About




1-7-3 WPA-PSK
When you select WPA-Personal / WPA2-Personal for Security, PSK appears.
You can select among TKIP, AES, TKIP-AES for Encryption

m I & % 4 & 250
Tuesday, August 06, 2013

Phone off
Wi-Fi: Available £3: OF

Getting Started

1. Tap PWC Icon from command bar

Mo unread messages

Mo upcoming appointments

i=EpDe 2

" 'Windows Live | Sign in

2. Tap the Config Tab

3. Tap New or tap AP setting which supports PSK Encryption.

551D | cH | Rrsst | Fg

Galmate_IS i -51
PMSQA 4 -57
PMTestlF 11 58
UMICORN -87
PM_FTP -55
paintrmabile -56

-&0
PM_Through -68
PM_HW -75

[Status Config [P | Setting | About

4. On the Network Window, type in SSID
om & Y, 4% @ 11:51

5. Select WPA/WPA2-Personal from Security 551D [test |
Security [wPa-Personal (Psk) [7]

6. Select Encryption method from drop-down list Encryption | [TkIp ]
(TKIP, AES, TKIP+AES) PSK [0123456789 |

7. Typein PSK

8. Tap OK then the screen goes back to the Config Tab

18




9. Select the AP from Config Tab and tap Connect. K& Y € & 1250

MEW CONMECT DELETE MODIFY

AMTaLE_ E
cwitoo 1

PMTestlF 11 -64
PMSQA 4 56
cwit_maobile 1 -71
DK SYSTECH ... 6 -82
LUMNICORN 6 -84
TCT_WIFI 13 -85

10. The screen goes to Status Tab and tries to connect the [gls

network.|
Charnel [1__] Poveer O
. . Band - GHz

11. Status Tab appears displaying the result - dorn
Status |[COMPLETED |
5510 [tast |
BSSID [p0:1a:70:d04:a4:92 |
Authenticatio [WPA-PSK ]
Encryption | [TKIP |
IP Address | [192.168.123.102 |

Status | Config |IP | Setting | About

19




1-8 Static IP
PWC doesn’t not support fixed IP directly.

You can type in fixed IP from Driver Adaptor, then you can have fixed AP through PWC.

1-8-1 Setting up a Static IP on Windows Mobile-based Devices (PM40, PM60)

1. Once you have AP connection,
check Default gateway from IP Tab and
disconnect communication with AP

2. Tap Start -> Settings -> Connections -> Wi-Fi.

3. Select Driver Adapter, the name of the driver is
PWC Intermediate Miniport.

20

Channel El

Band  [2.4 |GHz
RSSI  [55 ]dbm

Status [COMPLETED
S50 [PMTestiF
BSSID [00:26:66:5e:24:20

Authenticatiog [WPA-PSK
Encryption | [TRIP
IP Address | [192.168.0.11

Network Adapters

My network card Connects to:
B

e ——————
PWC Intermediate Miniport

tiwlnapil

Moschip Usb to Ethernet

SMSC9500 USB2.0 FAST Ethernet Drive




4. Select Use specific IP address and type in
numbers accordingly.

A

B
C.
D

Type in IP address

Type in Subnet mast

Type in Default gateway

Type in DNS on Name Server Tab

5. Tap OK, once you are done

6. Execute the PWT, and configure the wireless connection.

7. Confirm fixed IP and related informations

21

A7 & _a-2e

K NN —

Network Card [ [ &
Name Se... < IP Address > Name Se...

dBP Intermediate Miniport

() Use server-assigned IP address

@®) Use specific IP address

IPaddress: 1195 168.0 229
Subnetmask: |55 .255 .255.0
Default gateway:

192.168.0 .1

Band  [2.4 |GH:

RSS! [58 ]cbm

Status [COMPLETED

SsID [PMTest1F

B55ID [00:26:66:52:24:20

Authenticatidn [WPA-PSK
Encryption | [TdIP
IP Address [192.168.0.229

Status |Config |IP | Setting | About




1-8-2 Setting up a Static IP on Windows CE-based Devices (PM251)

1. Once you have connected with PWC 0K
AP and check Default Gateway,

Status |C0nﬁg|! IP | atting | About |
then disconnect communication with AP.

Bard 2.4 GHz

Status |COMPLETED
551D [PrTest1F
BSSID |00:26:66:52:2d:20

Authentication [wpa-PSK
Ercryption [TKIP
IF Address | [1092.168.0.229

H_’J

-

€  LEFR wr s pM|@

2. Tap Start -> Control Panel -> Network and Dial-up Connections

3. Select Driver Adapter, the name of the driver is DSFLTR_TIWLNAPI1.
il - Connection v |5

oy -,
L= -

Make Mew  LUSE Serial
Connection

DSFLTR_TI
WLMAPTL

@ Programs L4

| =TS
| [ Contral Panel

a e and Dial-up Connections
i a Taszkbar and Start Menu...

Suspend

H @ ke rrasem |@

¢ @

o

3 el N 4:34PM|@

4. Select an Specify IP address, type in numbers accordingly.
A. Type in IP address.
B. Type in Subnet mast .
. An [P address can be automnatically
C. Type in Default gateway assigned to this computer.
D. Type in DNS on Name Server Tab (O Ohitain an [P address via DHCP

'PWC Intermediate Minioo...

IP addresq | Marne Sarvers |

1P Address: 192,168, 0 . 2
Subnet Mask: 295.295.255. 0

Default Gatesway: 192,168, 0 . 1

5. Tap OK, once you are done

E:

&

& [Pl rausiem |@
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6. Execute PWC, and configure the wireless connection

7. Confirms fixed IP and related informations.

23

PWC

okf %

Status | config | 1P | Setting | about |

charel
Band 2.4 GHz
RSl a5 dom

Status |COMPLETED
S5ID [PraTest1F
BSSID |00:26:66:52:2d:20
Authenticatign WRA-PSK
Encryption [TKIP
IF Address | [192.168.0.229
H e Lk vr?:lspm|@ H




1-9 Status Tab

The Status tab displays the current connection status.

1-9-1 Power On/Off

Power On/Off button activate/deactivate Wi-Fi power.

m [l & Y A2 @ 11215

Band [ |GHz Band [ |GHz

Rest [ dbm [L_Commect | |pc T gom |[_Comnect |
Status Wireless LAN Turn off | Status [INACTIVE |
SSID | | 55ID | |
BSSID | | BSSID | |
Authentication | | Authentication [ |
Encryption | | Encryption | |
IP Address | | IP Address | |

Status | Config | IP Setting About- Status | Config | IP Setting About-

1-9-2 Connect/ Disconnect

If there is connected AP currently, you can disconnect with the Disconnect button,
and if there is configured AP you can reconnect with Connect button.

Channel 3| Power Off Channel [ | Power Off
Band GHz Band [ |GHa

RSSI dbm{ ||_Disconnect RSSI db
Status [COMPLETED | Status [DISCONNECTED |
SSID [PMTest1F | SSID | |
BSSID [00:26:66:5e:2d:20 | BSSID | |
Authentication [WPA-PSK | Authentication | |
Encryption  [TKIP | Encryption | |
IP Address  [192.168.0.60 | IP Address | |

Status | Config | IP Setting About-

Status | Config | IP Setting About-
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1-9-3 Status

Chiannel [ Channel [ | Power OFf Channel [_] Power OFf
Band [ |GHz Band [ |GHz Band [ |GHz
RSSI [ ]dbm RssT [ |dbm RssI [ dbm

Status [wireless LAN Turn off | Status [MACTIVE | Status [SCANNING |
== l I s5ID : : s5ID i ;
BSSID [ | BSSID | | BSSID | |
Authentication | | Authentication | | Authentication | |
Encryption [ | Encryption | | Encryption | |
1P Address [ | P Address | | IP Address | |

Status | Config | IP Setting About- Status | Config | IP Setting About- Status | Config | IP Setting About-

There is either no profile or no The PWC is searching for AP
activated profiles. in range of the terminal.

Channel [_] Power Off Channel [_] Power Off Channel [_] Power Off
Band [_|GHz Band [ |GHz n Band [ |GHz -
Rss1 [ Jdbm RsST [ ]dbm || Disconnect RsSI [ Jdbm || Discomnect
Status [DISCONHECTED | Status [ASSOCIATING | Status [COMPLETED |
55D | 551D -Wr 551D [PMTESCIF |
BSSID | | BSSID | | BSSID [00:26:66:5e:2d:20 |
Authentication [ | Authentication | | Authentication [WPA-PSK |
Encryption :l Encryption | | Encryption [TKIP |
IP Address | | IP Address | | IP Address | |
Status | Config | IP Settng | About - Status | Config | IP Setting | About - Status | Config | IP Setting | About -
i (0
The radio connection is The terminal connection is The connection is associated,
disconnected. associating. authentication completed
successfully, and active.
SSID: This is the name of AP.
BSSID: This is the MAC address for AP.
Authentication: This is AP authentication method.
Encryption: This is AP encryption method.
IP Address: This is IP address for AP.
Channel: This is the operating channel number for AP.
Band: This is the operating band width for AP
RSSI: This is the signal strength for AP
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Chapter 2. Working in AD-Hoc Mode

2-1 Introduction

AD-Hoc allows to communicate directly more than one devices without AP.

2-2 Requirements

Create Static IPs with the same Default Gateway on both peer devices.
Create AD-Hoc with Profile with same SSID, then both peer devices connects each other..

2-3 Setting up a Static IP

'PWC Intermediate Minipu...m

IP Address |Name SErvers |

dBP Intermediate Miniport

A IP address can be automatically
assighed to this computer,

() Use server-assigned IP address O Ohtain an IP address wia DHCP
Specify an IP address:
@) |Use specific IP address| ® Epscty
IP Address: 192,168, 0 . 2
IPaddress: |55 168.0 .3 Subret Mask:  |255.255.255. O
. Default Gateway: |192.168. 0 . 1
Subnetmask: |)ce 255,255 .0

Default gateway: 103 168.0 1

&

&

@ [Fjrde »asaem |@
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2-4 Initiating an AD-Hoc Connection

1. Create a Default gateway for a device and type in Static IP.
2. Type in same Default gateway for the other device and Static IP for the device.

Network Card [0 [l %+ "PWC Intermediate Minipo. ..[{

IP Address |Name Servers |

An TP address can be autormaticaly
assigned to this computer,

Mame Se... < IP Address

dBP Intermediate Miniport

(O Use server-assigned IP address (") Obtain an IP address via DHCP
{® [Use specffic IP addrass| @ Srech an Ip addre
IP Address: 192,168, 0 . 2
Paddessi |10y 168.0 .3 Subnet Mask:  [255.255.255. 0
Subnet mask: Default Gateway: (192,165, 0 . 1

255 .255 .255 .0

Default gateway: 102 168.0 1

&

i

@ [Pk »ase pm|@

3. Execute PWC, tap New on Config Tab in order to select AP.
4. Put SSID, and change Security to Ad-hoc
5. In order to tighten srcyrity set Encryption.
6. Tap OK to save AP Setting
7. Connect to the AP on Config Tab.
p a1 Y 0
551D |adhnc |
MNEWY . MNEWY CONNECT DELETE MODIFY
Security Ad hoc [x]
Encryption
551D | 1 [Rsst]Faaf” e HETE = P T YT
Galmate_IS 7] 53 WP 1: adhoc 4
cwitnn 13 63 [wp Galmate_1s & 53 LVP
PMTest1F 11 64 [W PMSQA 4 50 [wl
PMSQA 4 66 [WP PMTest1F 11 61 [w
cwit_mobile 1 71 [WP cwitdo 13 -63  [WP
DKSYSTECH... 6 -B2 [WP U-+NetCESB g8 -85 [wp
UNICORHM 6 -84 [WpP ROKIT 01 5 -85 [wp
TCT_WIFI 12 85 [wp TCT_WIFI 12 86 [wp
: PM_FTP :

Status  Config | IP Setting Status  Config | IP
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8. Search the SSID from the other device.

9. Select the SSID and set AP

10. If you have set up Encryption then put the information that you have set up
11. Put OK to AP

12. Connect to AP from Config Tab.

PWC AddfEdit Network 0K/ PWC [
config [1p | setting 551D [cho- I Status | Config [P | Setting | ahout
Securit
MNEW SETTING U Ad hDC E MNEW CONNECT DELETE MODIFY
Encryption  frone EI
551D | o | Rsst | sl 5 -
jinbk 13 79 [v
Kirnc 11 &0 [v Helrmatets 5y
FMS0A_A 149 86 [v PMTest1F 11 52 [u
ul ¥ oo 11 AC PMSOA 4 -5 [\,-
adhioc 45 cwitDo 13 68 [
EEER frepfid | Es5(]1]2[3[4[5]6]7(8[0/0]- =4 cwit_mobile 1 e [
11 .7\ U' TabjaJwle[r [ty uli]o]p[[]] Cl AIFINSSE A 77
:Immﬁ:I‘ caPla[s[d[f[a]h]iJk]I]:]" [« @@ 1
| Refresh | | oOther | shiftjz[x|cjvibinim], |.]/]+ | Refrash | | other |
ctllaul KN [1]t]e]>
t B¢

13. Check network connection on Status Tab and confirms Static IP displayed

PWC Eﬂ B

Status ICDnﬁg | IP ISettlng I About |

Band GHz
RSSI dbm Chzmz] __Power Off | i

Band 2.4 GHz
RSSI a5 chm Disconnect

Status [coMPLETED

SsID [adhac

BSSID [02:00:00:28:00:00
Authenticatior] [NONE

Encryption | [NONE

P Address  |[192.188.0.3

Status [COMPLETED

551D ladhac

BSSID I02:00;00:0f00:0d
Authentication] NOME

Ericryption [NOME

IP Address | [102.168.0.2
Status |Config |IP | Setting hbw:-
i i _:F:

o

L TN R [N PM|@ 5
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14. Confirms Default gateway which you typed in IP Tab

P Address: 162.168.0.3
Subnet Mask:
Gateway Address:
DHCP Server:
Lease Obtaned:
Lease Expires:
System Time: 21:25:04 02/23/2005
MAC Address: 00:24:06:99:52:70
Device Name: SN1300130001

DNS Servers:

Prmary Wins Server:

Regulatory Domain: Unknown

| Release1P | | Renewip |

Status Config P Setting About-

15. Tap Start -> Demo -> Ping Demo and you can type in the other device’s Static IP and confirms

the connection.

|192.168.D.2

PWC oKj x |

Status | Config | IP | Setting | About
IP Address: 192.168.0.2

Subnet Mask: 5.0
Gatewvay Addressy 192.168.0.1
OHCP Server: . o

Lease Obtained:
Lease Expires:

Systern Time: 19:33:40 11/12f2013)
MAC Address: 08:00;28: 12:03:58
Device Mame: PM251EMG

OMS Servers: 127.0.0.1

Primary Wins Server;
Requlatory Domain:  Unknown

['Release’ ] | Renew 1P |

A Lie vl pm|@

i

Option

Pinging Host 192.168.0.2

192.168.0.2: time=14ms Echo size=3
192.168.0.2: time=6ms Echo size=32
192.168.0.2: time=6ms Echo size=32
192.168.0.2: time=7ms Echo size=32

|192.168.D.3

Finging Host 192.168.0.3
192,168.0.3: time=6ms Echo size=32
192,168.0.3; time=10ms Echo size=32
192,168.0.3; time=19ms Echo size=32
192,168.0.3; time=109ms Echo size=:

41
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Chapter 3. Administrative Tools

3-1 Overview

The PWC offers a number of tools to provide convenience for users except basic AP connection function.

3-2 Config Tab
3-2-1 Export

Export function transforms pre-shared AP information to a file on Config Tab.

OH & T €& 1254

MEW DESCOMNECT MEW DESCOMNECT

F|'|'|'|‘|' [:

1{ If you use the export

M function, "<SSID=.pro” file
that has Profile information

G will be created in "“\My

Pl Documents\” folder. Do

D

T

L

U

you want to continue?

cwit_mobila
DK SYSTECH ... B0 [WP
LUMICORMN
U+zone
0ABC

Note: If you tap OK, the Profile will be named as ID+SSID of the AP. (ex, 2n PMTest1F.pro)

3-2-2 Import

Import function loads the AP information file which was created by Export function.

Open
MEW DESCOMNECT, qren IRENS SR E N
Folder:
All Folders Iﬂ
A A Type: ’
PMTest1F A |Vl If the SSID of the Metwaork YPE Taxt Fles(*.pro) EI
Galmate_IS to add has already been
PMSQA G| set, Import function wil
cwitnn 13 67 | not work. Do you want to Mame & Folder Date
. . continue?
cwit_mobila 1 72 [WP D P -
DKSYSTECH.. 6 -80 [WP s -m (Cancel MO I BBl 2n PuTestiF 8/83:00...
LUMICORMN 6 = ‘P
U+zone = Hlkpmeiings Lo o P
0ABC ROKIT 01 3 85 [

Note: Once a file is selected, AP is set according to the file.
If you have already set up the AP on Config Tab list, then the same SSID can't be Imported.
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3-2-1 Auto Profile

Enable all profiles on Config Tab to make automatic Network connect as per its strength.

PWC m @ & Y < & 10:49 i PWC M @ & Y ¢ & 10:49 fPWC T @ € Y < & 10:49

[w]1: PMTest1F
NEW CONNECT | DELETE MODIFY [V]2: Pointmobile Public Channel !
[13: pMsQa_A Band iGHZ
SSID [ ct | Rssi [ Flagl| | [&4: pointmobile Rsst  [[55 Jpbm
1: PMTestlF 11 -53  [WP:
2: Pointmobile_P... 1 -74  [WE

|
: pointmobile SSID [PMTest1F |
Galmate_IS . BSSID [00:26:66:5e:2d:20 |
Authentication | [WPA-PSK |
|

|

Encryption |TKIP
IP Address | [192.168.0.238

I OK I | Cancel |

Status Confg 1P 5ett|ng About

Note : Current network will be disconnected, and it will attempt to connect among activated profiles as
per its strength.
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3-4 Setting Tab

You can either check or change value of each items

3-4-1 Roaming Trigger
Roaming Trigger indicates signal strength which PWC
attempts to change AP from one to the other.

3-4-2 BGScan Trigger

The Background scan runs in order to discover and track APs with
the same SSID and insert them into AP neighbor list.

3-4-3 Roaming Interval

Length of the time to wait before roaming as a result of low conn
-ection quality.

This interval prevents back-and-forth roaming events

when the device is in a place where the RSSI is not stable.

3-4-4 CCX Enable
CCX Enable controls the availability of
CCX (Fast Roam) function.

3-4-5 Power Mode

Power Mode controls the power supplying amount to WLAN.
(Max Power consumes more power than default setting)

3-4-6 Control 802.11d

Control 802.11d controls the availability of Regulatory
Domain function.

3-4-7 Control 802.11h

Control 802.11h controls interference with other devices
which uses 5GHz frequency and related functions.

3-4-8 Prevent Auto Suspend
Prevent Auto Suspend controls will not use the auto-suspend
function, during connecting to AP.

3-4-9 Tx Power

Tx Power controls transmit max performance with connected AP.

3-4-10 Save

When the setting is done, the system saves the value
change, also the device attempts to reboot the system in
order to apply the setting change with a pop-up menu.
(The changed value applies after system reboot)

33

Roaming Trigger — BZREING

BGScan Trigger
Roaming Interval
CCX Enable

Power Mode

Control 802.11d
Control 802.11h
Prevent Auto Suspend
Tx Power

Save
Status ' Config 'IP Setting About-

Roaming Trigger
BGScan Trigger

CCX Enable
Power Mode
Control 802.11d
Control 802.11h

Prevent Auto Suspen
Tx Power

Save
Status ' Config 'IP Setting About-

Roaming Trigger Enable =
BGScan Trigger
Roaming Interval

Change Success. This value
change will automatically
reboot the system.

[ OK ][Dancel]
Save

Status Config | IP Setting  About

s _,‘*ff )




3-5 About Tab

3-5-1 Application Version
Current PWC Version will be displayed.

3-5-2 File Version

Supplicant Version information which PWC is

currently using, will be on screen.

3-5-3 Firmware Version

PM WLAN Client

Varsion
dsfitcer.dll

wpasvc.dll

Firmware

4. 3. 0.9002

4. 3. 0. 9006

6.1.5.10.69

Status | Config | IP Setting .-'-\bout-

Current WLAN Firmware Version information is available,
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3-6 Technical Assistance

3-6-1 Technical support office:

3-6-2 Online Technical Assistance
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http://www.pointmobile.co.kr/



